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Growth in the use of Online
Social Networks
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Proliferation of fake news and
disinformation online
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N this work we focused on
Twitter
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A bot is an automated account
that is able to replicate actions of
a real user
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We do not know how many bots
there are on Twitter: estimations
are between 8% and 18%
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Different approaches proposed in literature
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Different approaches proposed in literature

1.

ML approaches with a features set
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Different approaches proposed in literature

1.

ML approaches with a features set

2. NLP approaches based on text analysis
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Different approaches proposed in literature

1.

ML approaches with a features set

2. NLP approaches based on text analysis

3. GNNSs that exploit users’ relationships
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Digital DNA: a sequence that
represents the actions of a given
account
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We define an alphabet to create the
sequences:
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We define an alphabet to create the
Sequences:

« “A” for a plain tweet ‘i
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We define an alphabet to create the
Sequences:

 “A” for a plain tweet ~ ‘/'
.« “C" for aretweet J “
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We define an alphabet to create the
Sequences:

- "A” for a plain tweet ‘?' ‘/‘
« “C" for a retweet J “
« “T" for a reply

S
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John
<o @john

My first tweet!

1:45 PM - Jul 5, 2023

® )} v, M

John has two tweets and one reply.

John
<o @john

ICCS 2023!

N this example, the sequence will be:
AAT 9, n Q Ty

. Pluto @pluto - Jul 5, 2023
& Hi
O n O 1 '

. John @john - Jul 5, 2023

& HiPluto!
9, (o Q Ty
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The new approach
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Our idea: exploit the DNA
seguences converting them into
images and use CNNs for
classification
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Different challenges to solve:
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Different challenges to solve:

1. No useful methods to convert the sequences
INto IMages
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Different challenges to solve:

1. No useful methods to convert the sequences
INto IMages

2. Need to represent long strings (> 1000 chars)
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Different challenges to solve:

1. No useful methods to convert the sequences
INto IMages

2. Need to represent long strings (> 1000 chars)

3. Need to have image with recognizable
patterns
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We implemented an algorithm to solve the previous
challenges
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We implemented an algorithm to solve the previous
challenges

1. Convert the DNA seguence into 2 dimensions
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We implemented an algorithm to solve the previous
challenges

1. Convert the DNA seguence into 2 dimensions

2. Assign to each symbol in the alphabet a color
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We implemented an algorithm to solve the previous
challenges

1. Convert the DNA seguence into 2 dimensions
2. Assign to each symbol in the alphabet a color

3. Generate the image
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An example of our approach
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An example of our approach

DNA seguence
ACTTACTAAAACT
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An example of our approach

DNA seguence
ACTTACTAAAACT
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An example of our approach

DNA seguence
ACTTACTAAAACT

@' Z
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Real Twitter accounts Bot Twitter accounts
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Experiments and results
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Results on Cresci-2017 dataset
with 991 bots and 1083 users

MCC Accuracy Recall F1score
Fengetal. 0.96 0.98 0.98
OUr 098 098 098 098
approach
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Results on Cresci-stock-2018 dataset

with 6842 bots and 5882 users

MCC Accuracy Recall F1score
Antenore 077 096  0.82
et al.
Qur 078 089 088 0.9
approach
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INn TwiBot20 there are 6561 bots and
5185 users
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INn TwiBot20 there are 6561 bots and
5185 users

Problem: in the dataset there is a
maximum of 200 tweets per user and
then images are at most 15x15 in size
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INn TwiBot20 there are 6561 bots and
5185 users

Problem: in the dataset there is a
maximum of 200 tweets per user and
then images are at most 15x15 in size

Too small for a classification!
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Solution: use a features set in the
images exploiting another
approacn called SuperTML
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Results on TwiBot20 dataset

MCC Accuracy Recall F1score
Fengetal. 0.67 0.81 0.85
OUr 067 081 080 080
approach
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Conclusions and Future works
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« Proposed a new approach to bot detection
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« Proposed a new approach to bot detection

. Achieved excellent results on publicly availapble
datasets
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« Proposed a new approach to bot detection

. Achieved excellent results on publicly availapble
datasets

. Exploit account’s features and relationships
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« Proposed a new approach to bot detection

. Achieved excellent results on publicly availapble
datasets

. Exploit account’s features and relationships

. Try to develop ensemble methods
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Thank you!

dipaolo@di.uniromal.it
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